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HOW DID WE END UP WITH 
ADMIN CREDENTIALS TO EVERY 
COPILOT STUDIO SANDBOX ON 

EARTH?
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We like 
popping 

sandboxes!



Phantom Labs Sandbox Pwns
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2026
March 30th
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2026
August 8th

2026









Popping 
Dataverse 
Sandboxes

1. Registered a Custom API Plugin

2. Plugin receives messages and runs 
them as commands via cmd.exe

3. Returns output to user

Allowed us to probe containers, turns 
out there was lots on the box.



Plex Architecture

Register a plugin → Code runs as 
admin?!!

Exfiltrate assets→ 1 million lines of 
internal code, NTLM Hashes, TLS 
Certs, API Keys

Reverse Engineered Plex → Call 
gRPC methods, which leaked cross-
tenant information



Why?



The “solution” to securing agents

Sept 2025 - OpenAI Codex CLI 
sandboxing. Bunnyshell
Oct 2025 - Anthropic Claude 
Code native sandboxing + Claude 
Code on the web. Anthropic
Jan 2026 - Docker Sandboxes, 
each sandbox runs in a dedicated 
microVM. TrueFoundry
Mar 4, 2026 - OpenAI Codex 
native Windows support with its 
own Windows sandbox. Codeant
May 2026 - Google GKE Agent 
Sandbox generally available. 
Google Cloud
~Q2 2026 - Cloudflare shipped 
Sandboxes GA using container-
based isolation. InfoQ

anthropic.com/engineering/claude-code-sandboxing

https://www.bunnyshell.com/guides/coding-agent-sandbox/
https://www.anthropic.com/engineering/claude-code-sandboxing
https://www.truefoundry.com/blog/claude-code-sandboxing
https://www.codeant.ai/blogs/claude-code-cli-vs-codex-cli-vs-gemini-cli-best-ai-cli-tool-for-developers-in-2025
https://cloud.google.com/blog/products/containers-kubernetes/bringing-you-agent-sandbox-on-gke-and-agent-substrate
https://www.infoq.com/news/2026/05/gke-agent-sandbox-hypercluster/
https://www.anthropic.com/engineering/claude-code-sandboxing
https://www.anthropic.com/engineering/claude-code-sandboxing
https://www.anthropic.com/engineering/claude-code-sandboxing
https://www.anthropic.com/engineering/claude-code-sandboxing
https://www.anthropic.com/engineering/claude-code-sandboxing




But most
of all…

Popping sandboxes is fun!!



What is the Power 
Platform and 
Dataverse?



Who
it’s for

Source: Tech Target - Citizen developers move AI closer to the work

https://www.techtarget.com/searcherp/feature/Citizen-developers-move-AI-closer-to-the-work
https://www.techtarget.com/searcherp/feature/Citizen-developers-move-AI-closer-to-the-work
https://www.techtarget.com/searcherp/feature/Citizen-developers-move-AI-closer-to-the-work


What can
they do?

Suite of low-code tools 
for building:

• Apps
• Websites
• Automated 

workflows
• Dashboards
•  and now Agents!



Copilot
Studio



Python Code
Interpreter

Custom prompt builder!

• Accessible at https://make.powerapps.com/
• AI agent supports custom prompts

https://make.powerapps.com/


Attack Surface Identified

• Building a prompt also allows invoking a code 
interpreter

• Microsoft-managed Python sandbox that the LLM 
writes code for and executes on the user’s behalf.



Popping the 
sandbox!



Example Prompt



Blocked: Get Env Vars



Blocked: List files



Glob for the win!





Exfil sandbox.py



Exfil certs



Whomp whomp!



Problems arose

- Access was not reliable!

- Same prompt may FAIL or SUCCEED

- Repeated failures seemed to make 
guard more sensitive



Getting reliable 
escapes



Under the hood

Reviewing the request shows a JSON response with how the LLM is actually thinking.



The first
defense



Claude entered the chat 

• After exhausting several different obfuscation 
techniques, our Python knowledge was exceeded

• Asked Claude for help

• Initially had some “ethics” issues



No we’re legit trust me bro 

• All good, we told it we were at a Microsoft Hackathon 



Python Reflection & Introspection

• Python reflection is the ability for code to inspect 
and interact with itself at runtime.

• Instead of only using objects normally, reflection 
lets you ask questions like:

• What class is this object?
•  What methods or attributes does it have?
• What classes are currently loaded?
• What globals exist inside a function's 

module?

 >> x = 42
 >> print(x.__class__)

<class 'int'>



First clue this would work



Whomp whomp!

What was working before randomly stopped working



AI NEEDS MOTIVATION

Claude started to give up, so we had to motivate it (via gaslighting)





MRO + Dunder Explanation

The sandbox removed import and hid the dangerous modules.
But Python's object graph is fully connected, so from any object you can climb back to everything.

The ladder:
1. Any object → its __class__ → its __mro__ → object (the root every class inherits from)
2. object.__subclasses__() → a live directory of every class loaded in the interpreter
3. Pick one that carries a real module in its __init__.__globals__ (e.g. a codecs class holding sys)
4. sys.modules[...] → subprocess, the real os, even the worker's own code. No import ever called.

The dunder filter was only a string check:

obj  = getattr(getattr(42, '__cla'+'ss__'), '__mr'+'o__')[1]   # -> object
subs = getattr(obj, '__sub'+'classes__')()                     # every loaded class
g    = getattr(getattr(subs[141], '__in'+'it__'), '__glo'+'bals__')
mods = getattr(g['sys'], 'modules')                            # sys.modules, unrestricted



The silver bullet
A mix of XORing (yes, in 2026) to hide “MRO” and prompt injection lead to a 100% success rate



What did we find

• Full application source code, including the code interpreter sandbox, and gRPC definitions
• Production TLS certificate and private key
• 140+ EU Agency tenant ids
• 75 environment variables exposing Azure AD client IDs, tenant IDs, and audience values
• Internal Service Fabric topology, cluster names, node types, and region information
• Internal network details, including sidecar IPs, ports, and hostnames
• Full container file layout, including monitoring tools, startup scripts, and privileged service paths
• Leftover development artifacts, leaking developer names
• Claude’s moral compass kicked in at this point







How does the 
sandbox work?



MSRC Response





Age is just a number

We consistently observed containers 2+ hours old.

The max being over 9 hours old!



Outbound is possible (1/3)

Data can be egressed out via 
the prompt response.

Through this method we got 
certs, registry dumps, 
sandbox codebase, env vars 
etc.



SSRF as a
Service (2/3)

Worker allows for calling 
connectors.

Doesn’t allow arbitrary URLs, so 
must use correctly configured 
connector.

Interface:
core_interfaces.py

Implemented: 
workerservice.py



DNS our old friend (3/3)

Might be slow, but via DNS we can establish bidirectional communication to any domain!



Multi-tenancy

The box is multi-tenant!

Makes sense as MSRC previously 
described Dataverse Plugin containers 
as “hostile multi-tenant 
environments”. (MSRC June 22nd)



Architecture

Same underlying “Plex” 
architecture as our Dataverse 
Plugin sandbox!

plex.btphantomlabs.com

https://plex.btphantomlabs.com/


How did we get admin 
credentials to every 

Dataverse sandbox on 
earth?



Meanwhile on the Dataverse box

Remember that Dataverse plugin sandbox we 
popped?

We were able to dump the local SAM DB and 
found a hash for the 'Administrator' account…

… same on the next container we popped…

…same in a different Power Platform 
environment...

…same in a different tenant’s environment!



Can we even crack this?

Ryan had a 5090 GPU.

We fired it up, unsure it 
would ever be crackable…





Admin access everywhere!

As far as we can tell this password was the 
Administrator password for every tenant’s 
“Plex” sandbox on earth.

We verified it for:

1. Dataverse Plugin sandboxes

2. Power Platform sandboxes



Demo



Microsoft’s Response



Still works lol

Tested August 8th 2026, 11am



Conclusion



The fix?

Only “early release cycle” 
Power Platform envs have 
the fix.

New sandbox source code 
quote our MSRC ticket 
verbatim.



A few other escapes too 

MRO + Dunder is not the 
only way in ;)

Have fun!



Main risk

Containers are multi-tenant!

Escaping the sandbox has been trivial.

Customers typical use case is uploading CSVs and having an AI agent analyze it. 



Final thoughts

1. Sandboxing untrusted user code 
is hard.

2. Sandboxing agents is harder!

3. AI based defenses are weird and 
annoying BUT ultimately fallible.

4. Think twice about putting critical 
business data in sandbox 
environments. Audit your 
agents!



Blog + Tools

Plex architecture explained: 
https://plex.btphantomlabs.com/

Our tooling: 
https://github.com/beyondtrust/plex-
explorer

https://www.beyondtrust.com/blog/entry/copilot-
studio-sandbox-escape

https://plex.btphantomlabs.com/
https://github.com/beyondtrust/plex-explorer
https://github.com/beyondtrust/plex-explorer
https://github.com/beyondtrust/plex-explorer
https://www.beyondtrust.com/blog/entry/copilot-studio-sandbox-escape
https://www.beyondtrust.com/blog/entry/copilot-studio-sandbox-escape
https://www.beyondtrust.com/blog/entry/copilot-studio-sandbox-escape
https://www.beyondtrust.com/blog/entry/copilot-studio-sandbox-escape
https://www.beyondtrust.com/blog/entry/copilot-studio-sandbox-escape
https://www.beyondtrust.com/blog/entry/copilot-studio-sandbox-escape
https://www.beyondtrust.com/blog/entry/copilot-studio-sandbox-escape
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